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|. Setting before using Mail-i Trial Demo

* |nstall the given certificate file

= . lo  following pre
Name N/ ) S ol 1§
7 cert.exe © Program name:  cert.exe
Publisher: Unknown
File origin: Downloaded from the Internet
Show deta [ Yes ] [ No l
e when




|. Setting before using Mail-i Trial Demo

* Proxy Setting

1) Control Panel > Network and Internet > Internet Options

2) [Tab] Connections > LAN settings
3) Check Proxy server > Use a Proxy server for your LAN
4) Click Advanced

5) Enter the information in Secure

A. Proxy address to use: given address
B. Port: 13128

6) Click ok
* You need proxy setting because it is based on explicit proxy.




Proxy Setting

. Setting before using Mail-i Trial Demo

Control Panel

1 » Contral Panel

Adjust your computer’s settings

System and Security

Review your computer's status

Save backup copies of your files with File History
Backup and Restore (Windows T)

e
=
-
&

Network and Internet
View network status and tasks
Choose homegroup and sharing options

Hardware and Sound

View devices and printers

Add a device

Adjust commonly used mobility settings

Programs

Uninstall a pregram

% Internet Properties

General Security Privacy Content Connections

To set up an Internet connection, dick
Setup.

Programs

? X

Advanced

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server for a connection.

[2]

Local Area Metwork (LAN) settings

LAN Settings do not apply to disl-up connections. LAM settings
Choose Settings above for dial-up settings.
oKk || cancdl || Apply

‘:::4 Local Area Metwork (LAM) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[+ automatically detect settings
|:| Use automatic configuration script

[ 3 dress

Proxy server

= e a proxy server for your LAN (These settings will not apply to
d|

Address:

Bl-up or VPN connections).
~ [4]

[Bypass proxy server for local addresses

[ o« ]| canca

€ Proxy Settings *
Servers

&

Proxy address to use Part

HTTP: | ]

[5] Securs: | 192.168.1.114 | ;13128 |

2 ||
Sodks: | ||
[Juse the same proxy server for all protocols

Exceptions

g—? Do not use proxy server for addresses beginning with:

SE
|Use semicolons ( ; ) to separate entries.

ok | | cancel

', SOMANSA



|. Setting before using Mail-i Trial Demo

* Log-in DLP+ Center
'j) D__LDTCenter

https://IP_address/DLPCenter
ID: (Given ID)
PW: (Given Password)




|. Setting before using Mail-i Trial Demo

e Add the Users

1) Select MANAGE > Users
2) Click Add New

3) Put User Name, User ID

(1t is available for the same User Name,
but duplicate User ID is not allowed.
User ID must be unique.)

4) Check Use Static IP for testing.
5) Click Save

[1]

fﬂ" DLPt @ DASHBOARD | §@ REPORTS 4 INCIDENTS | |8 POLICIES | #% MANAGE (O SYSTEM

Manage  Users D
MANAGE ars
+ Alens/Maotifications [ 2 ]

Users Deactvale
USERS Dept = User Name User ID Role Posliion Created Date
[ Company 5 Umeygistered 1P uUnregisterad i 2017-08-21 17 1412
| | | [ SDomensa o Shky Sy 2017-07-13 1215:23
F C' [|  SomanzaTECH o Emma Emma 2017-06-25 14.45:18
|1 Somansa Tast .50mansg arant somansa_gran 2017-07-26 11:12:53

Showing 1 fo 4 of 4 enfres

* You can deactivate the user, but cannot delete the user.

¥, SOMANSA




ll. Test Scenario

e Case 1: Prevent Email if there are credit card numbers more
than five.

e Case 2: Tag Log if there is a word like ‘security’

There are 2 types of Policy Type (Control / Prevent).
- Control type is block the specified app regardless of contents.

- Prevent type is block the specified app according to setting policies.




—

Ca Se 1 . P revefﬂie Eemc@cial'd numbers more than five times.)

1. Click POLICIES > Network > Net
Apps Prevent

2. Click Add New Button

E POLICIES ¥ MANAGE [J SYSTEM

Network Net App Prevent+

Data Tagging

‘r DLP center @ DASHBOARD | [ REPORTS | A INCIDENTS & [ POL

Policies » MNefwork » MNet App Prevent+ 9
POLICIES e« Net App Prevent+

» Detect

r
+ Network Add New | \pply Policy

Met App Preveni+ on Priority ~ Action

Policy Typ Policy Name
Data Tagging

* 1 (& Block Control All Net Apps
3 2 S Block Control All Block
& 3 & Block FPrevent Encrypied data

Showing 1 to 3 of 3 enfries




Case 1. Prevent Email

3. Put policy name and policy
description.

4. Select the Target.
You can choose certain users or
departments.
You can also search existed names or
departments.

(0 DASHBOARD & REPORTS | 4 INCIDENTS POLICIES | ¥ MAI

b Prevent+ %

« Met App Prevent+

Lo Save

= General

FPolicy Name Gmail Elock

Paolicy Description Block Gmail if there are credit card numbers more than 5.|

= All Targets = Selected Targets
| w | a
‘ ‘ ‘ Apply  Name Dept Expiration Date (<]
4 Company - P
R Dm o . Somansa_grant{somansa_grant) Somansa Test () @
4 [ Somansa Test [ o] (] Somansa @ @

-~
aa 50Mansa _grant{somansa _grant) Showing 110 2 of 2 entries
L Unregisterad IP(Unregistered IP)

= Targets




5.

6.

Case 1. Prevent Email

Select Net App to Control >
Policy Type radio button as
Prevent.

Select a Detection Rule and
click Apply button.

= MNet App to Control

Detection Ru

Apgent default [~ |
I Paolicy Type (1 Contral ® Prevent
Met App Settings

Electronic Mail | o2 )

# Detection Rule Selection

Add New | Apply | Cancel

Detection Rules List

(Sample) Cadastro de Pes. .

(Sample) Clave Unica de ...

(Sample) Confidential Data

(Sample) Corporate Finan...

(Sample) Credit Card Nu... )I

(Sample) Customer Data

{Sample) Credit Card Numbers | Modify

Contents (Criteria of File Attribute : (Sample) All Formais Q] ]

ALL: Credit Card Number 5

Uninspectable

Off

¥, SOMANSA




Case 1. Prevent Email

7. Check Net App Settings

8. Set Action Type as Block

= Net App to Control

Agent default [~ | |

Policy Type () Control ® Prevent Detection Rule (Sample) Credit Card Numbers Select

Met App Settin

PP g% @ Electronic Mail 21z ) Body/File Content
© Web Mail (12112 ) Body/File Content
Met App Mame Detailed Setting
© AOL Mail [#*|Body/File Content
© Naver [« Body/File Content
© Gmail [« Body/File Content
= Action
Action Type Block L
Logs Save r

X, SOMANSA




Case 1. Prevent Email

9. Set Time Schedule = Time Range Settings | Shorcut
Time Range All Days [~ |

Usage Period Don't Specify v

10. Click Save button e Net App Prevent+

L] | Save
= General
Policy Name Gmail Block
Paolicy Description Block Gmail if there are credit card numbers more than 5.

11. Click Apply Policy button ——

Add New | Apply Policy

Oon Priority  Action Policy Typ  Policy Name

* 1

% 2 (S Block Control All Block
= 3 @ Elock Prevent Encrypted data
t) s 4 (® Block Prevent Gmail Block

(%) Block Control All Net Apps




Ca Se Zlfth]:agwlrrggécurity’ in a mail.)

CIDENTS POLICIES | &+ MANAGE [ SYSTEM

1. Click POLICIES > Detect >
Patterns

Formats
Attributes

Time Schedule

Response Message

POLICIES # Patterns

4 Detect I Add New |

Detection Rules Order Pattern Name

2. Click Add New button ot s pater

Attributes ALL: Confidential Data [

Time Schedule

£x

LE

ALL: Corporate Financial Information &

EE

Response Message

ALL: Credit Card Number

£|*

ALL: Customer Code

LE

+ Network

ALL: Customer Data [[{

EE

- ¥, SOMANSA



Case 2. Tag Logs

3. Put Pattern Name and Input ———
Method

= Details

- Pattern Type = ) Regular Expression (& Keyword

. Pattern Name Security ||:| Highlight

. - N -
- Description find the keywaord as 'security
4. Click Save button

« Input Method * (= Keyword Input [iJ () File Upload [E)
security

- Severity [ Low (D ~ 49) High (100 ~ =)
0 50 100 =




Case 2. Tag Logs

5. Click POLICIES > Detect >
Detection Rules

6. Click Add New button

—
JRTS | £i INCIDENTS POLICIES &+ MANAGE L[] SYSTEM

_ Detect Detection Rules

Network Paiterns
Formats
Attributes
Time Schedule

Response Message

POLICIES @ Detection Rules

4 Detect
Detection Rules

Patterns

e Rule Name

Aftributes (TEST) E-mail Rule
Time Schedule
Response Message

Uninspectable data rule

(Sample) Confidential Data

r Metwork




Case 2. Tag Logs

7. Put Rule Name

8. Select Rule Type as Contents

9. Select File Attributes

= General

- Rule Name (TEST) Security detection
= Details
= Rule Type
5] Contents | Select File Atiributes B

[Selecl] |/ Select File Attributes dd |
(Sample) All Formats
O Uninspec (Sample) File Size mare than ... |
| ] Attributes| AUI0CAD

= Advanced

= File Format Autg

= Compressed FiI1

Fublishing Documents

Source Code

Design Documents

Waord Processing Documents
[Add Attribute]




Case 2. Tag Logs

[+ Cnntents‘ (Sample) All Formats =| a
10. Select the Pattern -

| Enter keywords |

4 Select Al Deselect All [~ |

O
—

O
| FEEET

[ US: Driver's License Number - WA

| [[] Us:I1CD 10 Code

m
=

[ ] US: Medical Record Number

File| [ | US: Passport Mumber
| | US: PHI Diseases
[ ] US: PHI Treatments

11. Click Add button and ) US: Sarbanes O A

[] US: Social Security Number

Set Total Number of Patterns B s ooy oo
Settings I [+ Security ! =

| Security = I ‘ otal Number of Patterns Settings 1

Con

Security 1] =




Case 2. Tag Logs

12. Click Save button e Detection Rules

~|ED

= General

Rule Hame (TEST) Security detection

13. Click POLICIES > Network >
Data Tagging

A INCIDENTS [ POLICIES £ MANAGE [J SYSTEM

Network Net App Prevent+

Data Tagging

¥, SOMANSA



Case 2. Tag Logs

14. Click Add New button m——

Add Mew | Apply Policy

On Tag Name

n Driver License tagging

Showing 1to 1 of 1 eniries

15. Put Tag Name and Policy
Description

-
= General
Tag Mame ‘ Security
Policy Description There is a word like 'Security’
4




16. Select Target

17. Select Detection Rules

18. Click Apply button

Case 2. Tag Logs

= Targets

& o
0 0

= HNet App to Control

Agent

Detection Rules

default [~ |

Add New | Apply

@ Detection Rule Selection

(Sample) Clave Unica de ...
(Sample) Confidential Data

(Sample) Corporate Finan. ..

(Sample) Cadastro de Pes. .

(TEST) Security detection

Contents (Criteria of File Attribul

Security [ 1

[l Uninsnectable




—

Case 2. Tag Logs

Net App Seftings

19. Check Net App Settings

@ Electronic Mail (22

& 'Web Mail (12112

Net App Name Detailed Setting Net App MName

@ AOL Mail [#|Body/File Content @ Daum Hanmail
& Naver |#|Body/File Content @ Nate

© Gmail [#|Body/File Content @ Yahoo
Korea.com [#|Body/File Content & Korea kr

[w] Body/File Cnl'ﬂeni| Recipient E-mail || Sende

Body/File Gontent| Recipient E-mail || Sende

20. Click Save button

LT Save

e Data Tagging

= (eneral

« Data Tagging

21. Click Apply Policy button

Add New | Apply Policy

On Tag Name

t) Driver License tagging

t} Security




Case 2. Tag Logs

22. Write and Send a test mail st i (Securty)

Test Mail (Security)

This is Security Mail|

23. Click INCIENTS >
Network > Net App I REPORTS 44 INCIDENTS @ POLICIES £ MANAGE [ SYST
_ Network Met App I

Exports History

¥, SOMANSA




Case 2. Tag Logs

. . e |
24 R Se | e Ct Tag I n FI Ite r Date [ Reoent1Week| Last Mnnth| Last Week| Yestemay This Week| This Month| Custom] |2o1?-03—03 @H 00:00 |~| 2017-08-04 @H 00:00 |

Keywords [EJ | - |
Net App | [Seect Ea|| [select] a] Tag Security ]
Pattern Name | [Select] =| Pattern Count I:I Over Status Select Al Deselect All
Apply I (] Driver License taggi... &
() Sky Tagging @
L]
25. Click Apply button N
.

26. You can check a tag next | | _
ategony Net App Action Type Subject
tO the Su bjeCt \Web Mail Gmail O Allow test mail




Ill. DLP+ Center (Detail instructions)

1. Log-in DLP+ Center
e

https://IP_address/DLPCenter T DLP " center
D: (Given ID)

P\W: (Given Password)




e Add the Users

1) Select MANAGE > Users
2) Click Add New

3) Put User Name, User ID

(1t is available for the same User Name,
but duplicate User ID is not allowed.
User ID must be unique.)

4) Check Use Static IP for testing.
5) Click Save

Manage

[1]

fﬂ" DLPt @ DASHBOARD | §@ REPORTS 4 INCIDENTS | |8 POLICIES | #% MANAGE (O SYSTEM

Manage  Users D
MANAGE ars
+ Alens/Maotifications [ 2 ]

Users Deactvale
USERS Dept = User Name User ID Role Created Date
[ Company 5 Umeygistered 1P uUnregisterad i 2017-08-21 17 1412
| | | [ SDomensa o Shky Sy 2017-07-13 1215:23
F C' [|  SomanzaTECH o Emma Emma 2017-06-25 14.45:18
|1 Somansa Tast .50mansg arant somansa_gran 2017-07-26 11:12:53

Showing 1 fo 4 of 4 enfres

* You can deactivate the user, but cannot delete the user.

¥, SOMANSA




3. Policies

v ¢ Add Patterns
5" DLP*center DASHBOARD | B REPORTS = A INCIDENTS POLICIES | = ## MANAGE | ([J SYSTEM rn

Detect ) Patterns [2] Detect Detection Rules
2rns

Policies \
POLICIES

o 1) Select POLICIES > Detect > Patterns

Detection Rules Ordel

Pattern Name Altributes

¥ SKY Pattern Time Schedule ' 2) Cl iCk Add NEW

& ALL: Confidential Data [ H ns or relat

Patterns

Formats

Aftributes

Time Schedule
Response Message

Response Message
e ALL: Corporate Financial Information [ Data which concerns or relat

3) Choose Pattern Type

% ALL: Customer Code Basic 12 digits customer code

T (Regular Expression / Keyword)

¥ ALL: Credit Card Number
+ Network %

4) Put Pattern Name

«i [6] 5) Put Expression

= Details

[3] Fattern Type * (®) Regular Expression ) Keyword (Patte rn Type - Regu Ia r EXprESSion)
[4] Pattern Name 7 highiignt or Input Method

Description ‘

Expression * [E [ Add |

(Pattern Type — Keyword)
[5] |_ ®

6) Click Save
Severity [ | tHigh(~=) |
: ) * If you want to delete the pattern, select pattern

name and click delete button.




& DLD+( E ]

Time Schedule

Response Message

» Network

= Details

(D DASHBOARD

A INCIDENTS | | POLICIES £ MANAGE L1 SYSTEM

Time Schedule

Response Message

“ i [6]

Farmat Name

File Type

Archive

—] 3]
M

Extension [EJ

| Add |

 Add Formats

1) Select POLICIES > Detect >
Formats

2) Click Add New
3) Put Format Name

4) Select File Type or Add new File
type

5) Put Extension

6) Click Save

*If you want to delete formats, select
extension and click delete button.

¥, SOMANSA
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5)' DLP*center @ DASHBOARD | [ REPORTS | A INCIDENTS | [ POLICIES | {+ MANAGE = [J SYSTEM ° Add Attri butes

Policies ) Defect ) Attributes 9 Detect Detection Rules

[2] |z 1) Select POLICIES > Detect > Attributes

Detection Rules Attribute Name Attributes 1
Patterns

o (Sample) All Formats Time Schedule 2 ) Cl | C k Ad d N ew

Attributes (Sample) File Size more than 100kbytes Response Message
Time Schedule AutoCAD

e 3) Put some information

+ Network Publishing Documents

4) Click Save

‘Word Processing Documents

Showing 1 to 7 of 7 enfries

*If you want to delete attributes, select attribute
o Attributes [3] name and click delete button.

1—.' Save I [4]

= Details

Aftribute Name | |
File Name E |

Path [EJ | off v |

File Format [ | All Formats v |

File Size | or |

¥ SOMANSA



% DLD+( enter

icies ) Detect ) Time Schedule 9 Detect

@ DASHBOARD B REPORTS @ A INCIDENTS POLICIES ¥ MANAGE L[] SYSTEM

POLICIES ® Time Schedule Network

4 Detect
Detection Rules
Paltemns
Formats
Aftributes
Time Schedule

Response Message

+ Network

test

Showing 1 to 7 of 7 enfries

s 1

= Details
Time Range : : . . .
MName | Might Time The atiripute name is valid.
Diescription [3]
P
Setling Time Sun | Mon | Tue | Wed | Thu Fri Sat [ 4]
All
00
Lk} 0
00
01 a0
00
0z 10
oo 00

e Add Time Schedule

1) Select POLICIES > Detect > Time
Schedule

2) Click Add New

3) Put Time Range Name and
Description

4) Select Time blocks for Setting
5) Click Save

*1f you want to delete time schedule, select
time range name and click delete button.

* 1t will be used in Net App Prevent+.




3]

[4]

a- DL D+C enter

N

€@ DASHBOARD & B REPORTS @ 4 INCIDENTS POLICIES CJ SYSTEM

> Detection Rules 9

o Detection Rules

[2]

Rule Name

Policies Detect

POLICIES

Detect Detection Rules

Network Patterns

4 Detect
Detection Rules

Formats

Aftributes
Patiems

Formats Time Schedule
Aftributes
Time Schedule

Response Message

(TEST) E-mail Rule Response Message

Contents, Uninspectable

Uninspectable data rule

(Sample) Confidential Data Contents
» Network (Sample) Corporate Financial Information Contents
(Sample) Customer Data Contents
(Sample) Design Documents Aﬂributes
(Sample) Employee Data Contents
(Sample) US: Financial Information Contents
(Sample) US: Privacy Infermation File Size more than 100kbytes Contents
(Sample) US: Healthcare Information Contents

B [5]

= General

Rule Name |

= Details

Rule Type

[ [=] Contents | Select File Attributes =]

O Uninspectable | Select File Attributes
[ f[] Attributes

= Advanced <
File Format Auto Detection [EJ)
on

Compressed File Inspection

 Add Detection Rules

Select POLICIES > Detect > Detection
Rules

Click Add New
Put Rule Name

1)

2)
3)

4) Check Rule Type and Select File

Attributes
5) Click Save

*If you want to delete detection rules,
select Rule Name and click delete button.

* 1t will be used in Net App Prevent+.
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ﬁ. DLD+C enter

POLICIES
» Detect

+ Network
MNet App Prevent+
Data Tagging

Policies \ Network \ Net App Prevent+ 9

DASHBOARD

[2] [7] ent+

Priority ~ Action

[B REPORTS

Policy Typ Policy Name

£ INCIDENTS

POLICIES

Detect

Network

Net App Prevent+

Data Tagging

Targets

{}E I SYSTEM

[ o= 1 (©Block Prevent Do not mention sky 31 a1
e 2 ®Block Control All Net Apps [k 0
% 3 (®Block Control All Block o1 a0
% 4  @®Block Prevent Encrypted data o a1
Showing 1 fo 4 of 4 entries
~|E3|[6] [4]
= General = Targets
[3] Palicy Name | | .
) o & - | select |
Policy Description 0 ] —
P
= Net App to Control
Agent | [Setect -]
Palicy Type [5] (=) Control ) Prevent
Met App Settings
PP . Electronic Mail (w2 ) [JAccess
Web Mail {013 ) [JAccess [ |Write [ |File Transfer [ |Big File Attachment
Instant Messaging ( o8 ) [Jaccess [ chat [JFile Transfer
Remote Access (7 ) [JAccess

Networking | /3 )

Social Network Service (w13

File Storage and Sharing { or1a)

DAccess| Include URL

|| Exclude URL

[JAccess  []wiite

[JAccess

[ wwite

[C]File Transfer

[C]File Transfer

[ File Download

 Add Net App Prevent+

1)
2)
3)
4)
5)

Select POLICIES > Network > Net App Prevent+
Click Add New

Put Policy Name and Policy Description

Select Targets

Choose Policy Type (Control or Prevent)

- Control: allow or block the action without detection
- Prevent: allow or block according to detection rule.

6) Click Save
7) You must click Apply Policy button.

* You can prioritize policies.

*If you want to delete the policy, select Policy Name
and click delete button.

t‘—

:



@ DASHBOARD @B REPORTS A INCIDENTS ' | POLICIES ¥# MANAGE [J SYSTEM

POLICIES 3 Tagaing Network Net App Prevents

* Add Data Tagging

Policies

+ Detect Data Tagging

e 1)  Select POLICIES > Network > Data Tagging
Data Tapuig T T— S0 ao 2) Click Add New
::’_ = ERE 3)  Putinformation like Net App Prevent+
o 4)  Select Targets
5) Click Save
6) You must click Apply Policy button.

[ [5] [4]

= General = Targets

[3] Tag Mame | | 0

Select
Policy Description 0 0 -
A

= Net App to Control

Lo

Agent | [Select] [~ | |

Detection Rules Select

Met App Settings . . )
Electronic Mail (o2 []BodyiFile Cuntenl| Recipient E-mail || Sender E-mail |
Web Mail { /12 ) [Body/File Content| Recipient E-mail || Sender E-mail |
Instant Messaging ( o6 ) [Jchat  []File Transfer
Remote Access (o0/1) []Body Content

¥, SOMANSA




4. Incidents

@ DASHBOARD @B REPORTS | A INCIDENT MCIES 3+ MANAGE [ SY
Incidents

* Check the Log

S _— 1)  Select INCIDENTS > Network > Net

Exports History A p p
(You can check today’s log)

Metwork

& Chart

SECTION SUMMARY Data does not exist

INCIDENTS

-« Network I

= et 2) Expand Filter bar

Net App —
e Date [ Recent 1 Week| Last Monih | Last Week | Vesterday [B¥8 This Week | This Montn | Custom | [2017-08-01 Em[[0000 |~[2017-0802 ][ 0000 | 3 P . f .
Bl —a (s - ut information as you want
SECTION SUMMARY
Net App | isetect || seect [ Tag | isetect [
.
v — I — e | 4) Click Apply
souce (1) [4] 3} enczxa
User Name (1)
& Chart ~
Net App (1)
ort | Enter Ta: Show entries
Folicy Name (1) : K
Recipient (1) [/ DeptName User Name Category Net App Action Type Subject At
Action Type (1) @ Company Unregistered IP Networking HTTP_POST o Allow https:/fanalyticsdes.ccs.meafee.com/P
Pattern Name (9) (] Company Unregistered IP Networking HTTP_POST O Allow https:/fanalytics.ccs. meafee. com/Post
@ Company Unregistered IP Networking HTTP_POST o Allow https:/fwww.google.com/gen_204
Acti o
USERS (| Company Unregistered IP Networking HTTP_POST O Allow https:/fwww.google.com/gen_204
| ‘ | @ Company Unregistered IP Networking HTTP_POST o Allow https:/inexus.officeapps.live.cominexu
(] Company Unregistered IP Networking HTTP_POST O Allow https:/inexus.officeapps.live.cominexu
Lo
@ Company Unregistered IP Networking HTTP_POST o Allow https:/i192.168.1.113/PIServer/PINWh
(] Company Unregistered IP Networking HTTP_POST O Allow https:/i192.168.1.113/PIServer/PINWN
[]  Company Unregistered IP Networking HTTP_POST Q Allow hitps:/i192.168.1.113/PIServerPINWK

¥ SOMANSA



* View Log in detail

1) Select Subject
2) Check general information

* You can download a copy for attachment files.

= General
Action Type QAllow
User Company \ Unregistered IP { Unregistered IP ) \ [No Position information]

Occurred Time

2017-07-27 02:

a7

(] Dept Name “  User Name . Category  NetApp . Action Type ~ Subject

(]  Company Unregistered |P Web Mail Gmail @ Block Blocked by File Prevent
[/ Company Unregistered IP Web Mail Gmail @© Block Blocked by File Prevent
(] Company Unregistered |P Web Mail Gmail @ Block Blocked by File Prevent
[ Company Unregistered IP Web Mail Gmail @ Block .

] Company Unregistered IP Web Mail Gmail O Allow 123123

@ Company Unregistered IP ‘Web Mail Gmail © Block Blocked by File Prevent
(] Company Unregistered |P Web Mail Gmail @ Block Blocked by File Prevent
(] Company Unregistered |P Web Mail Gmail @ Block skyl

(] Company Unregistered IP Web Mail Gmail @ Block Blocked by File Prevent
(]  Company Unregistered |P Web Mail Gmail O Allow mail-i test

[ none none Web Mail Gmail O Allow mail-i block test

] none none Web Mail Gmail Q Allow mail-i test

1 none none Web Mail Gmail O Allow test

Attachment 8
test tit

test txt

test. bt

test.tet
US_Credit_Card_Number.txt | e-me
test.bxt

test. bt
US_Credit_Card_Number.txt

test txt

e-mail_address.txt | US_Credit_Cal
US_Credit_Card_Numbertxt | US_
US_Credit_Card_Number.txt

US_Credit_Card_Number.txt

File

Source IP 192.188.1.160
Destination IP 216.58.195.59
Met App Web Mail | Gmail
Tag
Size 2 612(Bytes)
Palicy
= Body Contents I
Subject maili test
Sender 192.166.1.160
Recipient sky@somansatech.com
Cc
BCC

test

= Pattern/File/Content Information

Name
Body

e-mail_address. bt

US_Credit_Card_Number.t<t

Patiern File Size(KB) Data Analysis
] Succeeded %
3 0 Succeeded (%]
204 2 Succeeded =

Total

207 2 | T

= Status and History

- Status

- Comments

9
L]

SOMANSA




5. Reports

[1]

@ DASHBOARD = @ REPORTS 4 INCIDENTS B POLICIES & MANAGE [ SYSTEM

Metwork Top Users 9 ‘ Network

REPORTS e Top Users

4 Network

Top Users

Top Depts Top Net App Severity Medium

Trends Top Patterns 0
Top Net App
Top Patterns

______ Rank Dept Name User Name Transfer Severity Low Severity Medium
[3]
Pattern Transfer Severity Low Severity Medium Severity High ~ Severity(%a)
106,150 2,543 221 a7 121 [N .
Show enfries
Rank  Dept Name User Name Pattern Transfer Severity Low Severity Medium Severity High Severity (%)
1 Company Unregistered IP 74,076 1,024 120 24 59 s e
2 Somansa Sky 31,230 1473 95 20 56 I
3 Somansa Test somansa_grant 844 46 3 3 3 [ ] ]
Showing 1 to 3 of 3 entries 41 1 | @

* Check Reports

1)

2)

3)

Select REPORTS
> Network

Select the report criteria from
the tree of Network

Check the Report using Filter
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6. Dashboa

e Use the Dashboard

1) Select DASHBOARD > Settings
2) Check what you want to see
3) Click Apply button

(O DASHBOARD ' @ REPORTS A INCIDENTS B POLICIES {¥ MANAGE [J SYSTEM

Settings

Dashboard Settings

» Update Cycle |5 Minute

¥ Data Criteria

Patterns ~ Select Al Deselect All

| SKo¥ Pattemn

% ALL: Credit Card Number

» ALL: E-Mail

& ALL: IP Address

» BR: Cadastro de Pessoa Fisica

% MX: Clave Unica de Registro de Poblaci. ..
% US: ABA Reuting Number

% US: Driver's License Mumber - FL, IL, M...
% US: Driver's License Mumber - MT, NC
% US: Driver's License Mumber - VT

¥ All Components

& ALL: Confidential Data & ALL: Carporate Finanzial Information -
& ALL: Customer Code & ALL: Customer Data
& ALL: Employee Code & ALL: Employee Data

& ALL: Merger and Acquisition Agreements % ALL: Sales Information

» BR: Cadastro Macional Pessoa Juridica & MX: Clave de Elector

& MX: Numero de Seguro Social " M Registro Federal de Contribuyentes

% US: Driver's License Mumber - AZ, CA, ... & US: Driver's License Number - DC, HI, ...

% US: Driver's License Mumber - 18, NH % US: Driver's License Number - ID

% US: Driver's License Number - ND % US: Driver's License Number - OH

% US: Driver's License Number - WA & US:ICD 10 Code o

¥ Selected Components

[ ] @ Network Severity e
|_ @ Top Net App +
| @ Top Depts +
3 | @ Top Patterns L
L4 (D Top Users +
4
D Trend ""
H
e

| @ Trend of Patterns

3]
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[~
Network Dashboard "
PATTERNa R | B |
0701 0706 0711 0716 0721 0726 0731
O Network Severity Q Top Net App [
Net App Pattern
-
g l . [N HTTP_POST 74
| —-_—
Normal Substantial Severe Critical
Compared to Criteria(%)
) Top Depts c © Top Patterns ey
Dept Name Transfer Pattern Pattern Name Pattern
i1 Somansa Test i 0 0 i1 US: PHI Diseases i 35
I somansa i 0 0 3 US: PHI Treatments it 28
[EN ALL: Employee Code [t 6
[0 ALL: IP Address i ETI 3
50 US: Medical Record Number [t 3
Q Top Users . O Trend
User Name

[0 Unregistered IP
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